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Implementing Operational Risk Management  

Guidance for Managers 
Operational risks are considered as part of the operational objective setting process. There 

are different types of controls, and below shows a balanced framework of risks and controls 
that managers should refer to when setting operational objectives with their team(s): 
 

Aims & objectives 

A clear understanding by staff & volunteers 
on the strategic direction of the 

organisation and, at an operational level, of 
the objectives of their department and the 

particular initiative they are working on. 

Direct controls 

Traditional control activity such as 
reconciliations, segregation of duties, 

authorisation at the appropriate level. 
Policies and procedures are included in this 

category. 
Planning 

Converting operational objectives into 
workplans for departments, teams and 
individuals. Also that there are contingency 
plans in the event of certain risks 
crystallising, such as disaster recovery plans 
and fraud response plans. 

Monitoring 

Continuous review to see if actions and 
initiatives being undertaken are achieving 
the desired outputs and outcomes. KPIs, 
tracked over a period of time and external 
benchmarking are ways in which the 
organisation can monitor risk and its 
mitigation. 

Roles and responsibility 
Job descriptions and appraisals should be 
consistent with plans and objectives, and 
individuals should be clear on their roles 
and responsibilities. Line management 

should support accountability, as should 
the corporate governance structure 
through to the Board. 

Employee welfare 
Strong employee engagement and a 
positive culture contribute to the 
management of risks. Staff surveys help to 
identify the strength of employee 

engagement. Monitor staff turnover, exit 
interviews and appraisals. 

Training and supervision 
Training to ensure that staff are competent 

to do the job expected of them. This means 
looking at how operational objectives 
should be implemented and what skills are 
needed. Backed up by adequate 
supervision of staff. 

Independent review 
External and internal audit, regulatory 

inspections, accreditation with bodies such 
as Investors in People. 

 
Once the risks associated with each operational objective have been identified, and the 
corresponding controls outlined, then managers should add the review of effectiveness of 
the actions to manage risk (see Appendix 4). 
 
There are two aspects to effectiveness: 

- How suitable is the response in terms of managing the risk – do the actions cover 
and respond to the risk? 

- How well have the policies, procedures and management actions been 
implemented? 
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So as well as identifying the policies, procedures and management actions that manage 
risks, managers also need to review how effective those actions have been over the past 

year – this coincides well with needing to review progress against objectives over the period 
as well. 

 
Managers should rank the effectiveness of the actions on a scale A-E, with A being the top 

score. If there is a mixed response then scores can be marked up or down accordingly e.g. 
there may be a response that is ‘B’ in terms of appropriateness, but it has not been 

implemented well enough – ‘C’ on the scale for the effectiveness. So you might give this an 
overall ranking of B- (or C+), referenced to notes to explain the further action needed and 

timescale for its completion. 
 

Refer to the definitions below to help complete the ranking: 
 

 Action is appropriate to risks Effectiveness of action 

A Fully managed The management actions and 

controls fully mitigate the 

identified risks 

The management actions are 

operating effectively 

B Substantially 

managed 

In the main, the actions cover 

the identified risks, but there 

is residual risk 

Substantially effective 

operation of the management 

actions and controls with 

some exceptions 

C Some management 

in place 

Several elements of the 

identified risks are not 

covered by the actions 

Some management actions 

and controls are not operating 

effectively 

D Limited 

management of 

risks 

The actions are inadequate 

to manage the risks 

The operational effectiveness 

of the actions is poor, either 

because they have not been 

implemented well enough or 

because execution has been 

flawed 

E No controls No identified actions No effective actions 

 
 

The completed framework against operational objectives will provide assurance that 
operational risk is being managed, and that managers are enabled to manage operational 
risks in line with the policy. 


